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Section 1—Introduction

This document outlines the minimum information required for the Drug Enforcement
Administration’s (DEA) Controlled Substance Ordering System (CSOS) Public Key
Infrastructure (PKI).

The profile is based on Internet Engineering Task Force (IETF) Request For Comment
(RFC) 2459 X.509 Public Key Infrastructure (PKI) for the Internet,” and the Federal PKI
(FPKI) X.509 Certificate and CRL Extensions Profile.

1.1 Document Organization
The remainder of this document is organized as follows:

Section 2-Section 2 is provided for convenience and has been adopted from RFC 2459.
It defines the certificate profile ASN.1 syntax.

Section 3-Section 3 defines DEA certificate extensions profile ASN.1 syntax.

Section 4-Section 4 is provided for convenience and has been adopted from RFC 2459.
It defines the CRL profile ASN.1 syntax.

Section 5-Section 5 has been adopted from the FPKI X.509 certificate and CRL
Extensions profile (twg-02-04.xls). This section contains a Certificate and CRL profile
worksheet.

PEC Solutions, Inc. 1 March 18, 2002



CSOS Certificate and CRL Profile Addendum

Final Draft 1.0

Section 2—CCertificate ASN.1

CertificateList ::= SEQUENCE {
tbsCertificate
signatureAlgorithm
signatureValue

tbsCertificate ::= SEQUENCE {
version
serialNumber
signature
issuer
validity
subject
subjectPublicKeylnfo
issuerUniquelD
subjectUniquelD

[0]

[1]
[2]
[3]

TBSCertList,
Algorithmldentifier,
BIT STRING }

EXPLICIT Version DEFAULT v1,
CertificateSerialNumber,
Algorithmldentifier,
Name,
Validity,

Name,
SubjectPublicKeylinfo,
IMPLICIT Uniqueldentifier OPTIONAL,
IMPLICIT Unigueldentifier OPTIONAL,

extensions EXPLICIT Extensions OPTIONAL
}
Version = INTEGER {v1(0), v2(1), v3(2) }
CertificateSerialNumber := INTEGER
Name := SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ::= SET OF AttributeValueAssertion
AttributeValueAssertion ::= SEQUENCE {
attributeType OBJECT IDENTIFIER,
attributeValue ANY
}
Validity ::= SEQUENCE {
notBefore UTCTIME,
notAfter UTCTIME }
Uniqueldentifier n= BITSTRING
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension
Extension = SEQUENCE {
extnid OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,
extnValue OCTETSTRING }

id-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= {id-ce 35}

AuthorityKeyldentifier ::= SEQUENCE {

keyldentifier [0]
authorityCertlssuer [1]
authorityCertSerialNumber  [2]
}

Keyldentifier ::= OCTET STRING

Keyldentifier OPTIONAL,
GeneralNames OPTIONAL,
CertificateSerialNumber OPTIONAL

id-ce-subjectKeyldentifier OBJECT IDENTIFIER ::={id-ce 14}

SubjectKeyldentifier ::= Keyldentifier
Keyldentifier ::= OCTET STRING

id-ce-keyUsage OBJECT IDENTIFIER ::={id-ce 15}

PEC Solutions, Inc.
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KeyUsage ::= BIT STRING {

digitalSignature (0),
nonRepudiation (2),
keyEncipherment (2),
dataEncipherment 3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (M),
decipherOnly (8)}

id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER ::= { id-ce 16 }
PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }

id-ce-certificatePolicies OBJECT IDENTIFIER ::={id-ce 32 }
certificatePolicies ::= SEQUENCE SIZE (1..MAX) OF Policylnformation
Policylnformation ::= SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }
CertPolicyld ::= OBJECT IDENTIFIER
PolicyQualifierInfo ::= SEQUENCE {

policyQualifierld PolicyQualifierld,
qualifier ANY DEFINED BY policyQualifierld }
--policyQualifierlds for Internet policy qualifiers
id-qt OBJECT IDENTIFIER ::={id-pkix 2 }
id-qt-cps OBJECT IDENTIFIER ::={id-qt 1}
id-gt-unotice OBJECT IDENTIFIER ::={id-qt 2 }
PolicyQualifierld ::=
OBJECT IDENTIFIER ( id-gt-cps | id-gt-unotice )
Qualifier ::= CHOICE {
cPSuri CPSuri,
userNotice UserNotice }
CPSuri ::= IA5String
UserNotice ::= SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL}
NoticeReference ::= SEQUENCE {
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER }
DisplayText ::= CHOICE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String  (SIZE (1..200)) }

id-ce-subjectAltName OBJECT IDENTIFIER ::={id-ce 17 }
SubjectAltName ::= GeneralNames

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {
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otherName [0] OtherName,

rfc822Name [1] IA5String,

dNSName [2] IA5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,

uniformResourceldentifier  [6] IA5String,

iPAddress [7] OCTET STRING,

registeredID [8] OBJECT IDENTIFIER}
OtherName ::= SEQUENCE {

type-id OBJECT IDENTIFIER,

value [0] EXPLICIT ANY DEFINED BY type-id }
EDIPartyName ::= SEQUENCE {

nameAssigner [0] DirectoryString OPTIONAL,

partyName [1] DirectoryString }

id-ce-basicConstraints OBJECT IDENTIFIER ::= { id-ce 19 }
BasicConstraints ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }

id-ce-extKeyUsage OBJECT IDENTIFIER ::= {id-ce 37}
ExtKeyUsageSyntax ::= SEQUENCE SIZE (1..MAX) OF KeyPurposeld
KeyPurposeld ::= OBJECT IDENTIFIER

-- extended key purpose OIDs

id-kp-serverAuth OBJECT IDENTIFIER ::={id-kp 1}
id-kp-clientAuth OBJECT IDENTIFIER ::={id-kp 2 }
id-kp-codeSigning OBJECT IDENTIFIER ::= {id-kp 3}
id-kp-emailProtection OBJECT IDENTIFIER ::={id-kp 4 }
id-kp-ipsecEndSystem OBJECT IDENTIFIER ::={id-kp 5 }
id-kp-ipsecTunnel OBJECT IDENTIFIER ::={id-kp 6 }
id-kp-ipsecUser OBJECT IDENTIFIER ::={id-kp 7 }
id-kp-timeStamping OBJECT IDENTIFIER ::={id-kp 8 }

id-ce-cRLDistributionPoints OBJECT IDENTIFIER ::={id-ce 31}
cRLDistributionPoints ::= {

CRLDistPointsSyntax }
CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNames,

nameRelativeTOCRLIssuer [1] RelativeDistinguishedName }
ReasonFlags ::= BIT STRING {

unused (0),

keyCompromise (2),

cACompromise (2),

affiliationChanged 3),

superseded (4),
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cessationOfOperation (5),
certificateHold (6) }

id-pe-authoritylnfoAccess OBJECT IDENTIFIER ::={id-pe 1}
AuthoritylnfoAccessSyntax ::=
SEQUENCE SIZE (1..MAX) OF AccessDescription
AccessDescription ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,
accessLocation GeneralName }

PEC Solutions, Inc. 5
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Section 3— DEA Certificate Extensions ASN.1

Specific OID assignments are To Be Determined Pending registration with the Computer
Security Objects Register (CSOR) operated by the National Institute of Standards and
Technology.

id-dea-Cert\Verinfo OBJECT IDENTIFIER :: { id-dea-1}
CertVeriInfo = PrintableString { v( 0.1 ), v(0.2), v(0.3)}

id-dea-RegistrantName OBJECT IDENTIFIER :: { id-dea-2}
RegistrantName = PrintableString

id-dea-RegNumber OBJECT IDENTIFIER :: { id-dea-3}
RegNumber = PrintableString

id-dea-Schedules OBJECT IDENTIFIER :: { id-dea-4}
Schedules = PrintableString {

Schedule I Narcotic and Non-narcotic (1)
Schedule 11 Narcotic (2)
Schedule 11 Non-narcotic (2N)
Schedule 111 Narcotic (3)
Schedule 111 Non-narcotic (3N)
Schedule IV Narcotic (4)
Schedule V (5)
}
id-dea-bcRole OBJECT IDENTIFIER :: { id-dea-5}
bcRole = PrintableString {
Pharmacy (A)
Hospital/Clinic (B)
Practitioner (C)
Teaching Institution (D)
Manufacturer (E)
Distributor (F)
Researcher (G)
Analytical Lab (H)
Exporter (K)
Mid-Level Practitioner (M)
Narcotic Treatment Programs
Maintenance (N)
Detoxification (P)
Maintenance & Detoxification (R)
Compounder/Maintenance (S)
Compounder/Detoxification (T)
Compounder/Maint. & Detox. (U)
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id-at-postalAddress OBJECT IDENTIFIER :: { id-at-postalAddress}
postalAddress ATTRIBUTE ::={
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caselgnoreListMatch
SUBSTRINGS MATCHING RULE caselgnoreListSubstringsMatch
ID id-at-postalAddress

}
PostalAddress ::= SEQUENCE SIZE (1..ub-postal-address)
OF DirectoryString {ub-postal-string}
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Section 4— CRL ASN.1

CertificateList ::= SEQUENCE {

tbsCertList TBSCertList,
signatureAlgorithm Algorithmldentifier,
signatureValue BIT STRING }
TBSCertList ::= SEQUENCE {
version Version OPTIONAL (shall be v2),
signature Algorithmldentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL
-- if present, shall be v2
} OPTIONAL,
crlExtensions [0] EXPLICIT Extensions OPTIONAL

-- if present, shall be v2

}

id-ce-cRLNumber OBJECT IDENTIFIER ::={id-ce 20 }
cRLNumber ::= INTEGER (0..MAX)

id-ce-deltaCRLIndicator OBJECT IDENTIFIER ::={id-ce 27 }
deltaCRLIndicator ::= BaseCRLNumber
BaseCRLNumber ::= CRLNumber

id-ce-issuingDistributionPoint OBJECT IDENTIFIER ::={id-ce 28 }
issuingDistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }

id-ce-cRLReason OBJECT IDENTIFIER ::= {id-ce 21}
reasonCode ::= { CRLReason }
CRLReason ::= ENUMERATED {

unspecified (0),
keyCompromise (2),
cACompromise (2),
affiliationChanged 3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL ("}

PEC Solutions, Inc. 8 March 18, 2002



CSOS Certificate and CRL Profile Addendum Final Draft 1.0

id-ce-invalidityDate OBJECT IDENTIFIER ::= {id-ce 24 }
invalidityDate ::= GeneralizedTime

id-ce-certificatelssuer OBJECT IDENTIFIER ::= {id-ce 29 }
certificatelssuer ::= GeneralNames

PEC Solutions, Inc. 9 March 18, 2002
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Section 5—Certificate and CRL Profile Worksheet
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. CA Root .
Name Type Critical Flag Value Comments Certificate EE Certificate
Certificate SEQUENCE
tbsCertificate SEQUENCE Fields to be Signed
version INTEGER 2 Version 3
serial number
certificateSerialNumber INTEGER Unique within the CA
signature
algorithmldentifier CHOICE Must match Algorithm Identifier in RSA/DSA RSA/DSA
Signature Algorithm 2048 BIT 1024 BIT
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.5 (for RSA/SHA-1) Choice of following three algorithms. or ECDSA or ECDSA
1.2.840.10040.4.3 (for DSA/SHA-1) SHA-1 with RSAEncryption 283 BIT 163 BIT
1.2.840.10045.1 (ECDSA/SHA-1) DSA with SHA-1
ECDSA with SHA-1
parameters OPTIONAL NULL Only populate when using SHA-1
WithRSAEncryption
issuer (Root CA) X.501 type DN of CA which created the see document
Certificate
Name Name of Root CA issuing Certificate
RDNSequence MULTIPLE
RelativeDistinguishedName SET
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.6) id-at-countryName
C=Country Name
AttributeValue printableString "Us"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.10) id-at-organizationName
0=Organization Name
AttributeValue printableString "U.S. Government"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "DOJ"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "DEA"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "Office of Diversion Control"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "CS0s"
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- CA Root -
Name Type Critical Flag Value Comments Certificate EE Certificate
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "CSOSCA"
validity SEQUENCE Validity period of Certificates
notBefore
Time CHOICE
utcTime UTCTime YYMMDDHHMMSSZ
notAfter
Time CHOICE
utcTime UTCTime YYMMDDHHMMSSZ
subject (Root CA) X.501 type DN of CA which created the see document see document
Certificate
Name Name of Root CA issuing Certificate
RDNSequence MULTIPLE
RelativeDistinguishedName SET
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.6) id-at-countryName
C=Country Name
AttributeValue printableString "Us"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.10) id-at-organizationName
0=Organization Name
AttributeValue printableString "U.S. Government"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=0OrganizationalUnit
AttributeValue printableString "DOJ"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=0OrganizationalUnit
AttributeValue printableString "DEA"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "Office of Diversion Control"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "CS0s"
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "CSOSCA"
subject (EE) X.500 DN of subject for whom the Certificate see document
was created
Name Name of Registrant
RDNSequence MULTIPLE MUST be prepared according to X.501
Standards
RelativeDistinguishedName SET
AttributeTypeAndValue SEQUENCE

PEC Solutions, Inc.
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(used to sign the certificate).
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. CA Root e
Name Type Critical Flag Value Comments Certificate EE Certificate
AttributeType OBJECT IDENTIFIER (2.5.4.6) id-at-countryName
C=Country Name
AttributeValue printableString "Us"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.10) id-at-organizationName
0=Organization Name
AttributeValue printableString "U.S. Government"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=0OrganizationalUnit
AttributeValue printableString "DOJ"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "DEA"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=0OrganizationalUnit
AttributeValue printableString "Office of Diversion Control"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=0OrganizationalUnit
AttributeValue printableString "CS0s"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "Company Name" Defined by CA
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.5) id-at-serialNumber
S=Serial Number
AttributeValue printableString "000000" Defined by CA
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (25.4.3) id-at-commonName
CN=Common Name
AttributeValue printableString "John Doe" Registrant or Power of Attorney
subjectPublicKeylnfo SEQUENCE Public Key for this Certificate
algorithm
Algorithmldentifier
algorithm OBJECT IDENTIFIER 1.2.840.10045.2.1 (ECDSA) Must contain same algorithm identifier as
1.2.840.113549.1.1.1 (RSA) the signatureAlgorithm field in the
1.2.840.10040.4.1 (DSA) signatureAlgorithm outside the certificate
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. CA Root e
Name Type Critical Flag Value Comments Certificate EE Certificate
parameters For RSA include NULL; for DSA and
ECDSA include parameters if subject and
issuer have different parameters. If
parameters are inherited, omit field for
DSA and include NULL for ECDSA.
subjectPublicKey BIT STRING Subjects Public Key Bit String
extensions SEQUENCE Required Version 3 Certificates
AuthorityKeyldentifier SEQUENCE FALSE  |Derived using the SHA-1 hash of the public key.  [Used where issuer may have multiple keys for |required optional
signing. Identifies which private key is used
extnID OBJECT IDENTIFIER (2.5.29.35) id-ce-authorityKeyldentifier Must equal subjecfSubject key
critical BOOLEAN FALSE key identifier identifier of the
extnValue issuer, derived
Keyldentifier OCTET STRING SHA-1 Hash SHA-1 Hash for Authority Public Key from signing key
authorityCertSerialNumber
CertificateSerialNumber INTEGER INTEGER Unique within the CA
SubjectKeyldentifier FALSE For Chain building, and identifying certificates  |required required
that contain a particular public key

PEC Solutions, Inc.
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. CA Root -
Name Type Critical Flag Value Comments Certificate EE Certificate
extnID OBJECT IDENTIFIER (2.5.29.14) id-ce-subjectKeyldentifier This value placed
critical BOOLEAN FALSE in Authority key
extnValue identifier for all
Keyldentifier OCTET STRING SHA-1 hash SHA-1 Hash for subjects Public Key certs issued by
KeyUsage TRUE BIT STRING Restricts how keys may be used required required
extniD OBJECT IDENTIFIER (2.5.29.15) id-ce-keyUsage
critical BOOLEAN TRUE
extnValue "110001100" See below for explanation
digitalSignature BIT STRING 0) for entity authentication or data origin required required
integrity/authentication only
nonRepudiation 1) |forverification of digital signatures required optional
keyEncipherment 2 if public key is used for key transport optional optional
dataEncryption (3) encrypting user data optional optional
keyAgreement (4) public key used key agreement (e.g., D-H) optional optional
keyCertSign (5) Certificate signing required not used
cRLSign (6) Revocation List signing required not used
encipherOnly 7) if keyAgreement bit in on, this can only be used Joptional optional
to encrypt data during key agreement.
decipherOnly 8) if keyAgreement bit in on, this can only be used Joptional optional
to decrypt data during key agreement.
PrivateKeyUsagePeriod SEQUENCE FALSE Intended for digital signature purposes, to not used optional
specify a key validity period different from the
certificate
extnID OBJECT IDENTIFIER (2.5.29.16) id-ce-privateKeyUsagePeriod
critical BOOLEAN FALSE
extnValue
notBefore generalTime YYYYMMDDHHMMSSZ
notAfter generalTime YYYYMMDDHHMMSSZ
certificatePolicies MULTIPLE TRUE Indicate the policies under which the certificate Jrequired required
has been issued. Applications with policy
requirements are expected to be able to
process this extension
extnID OBJECT IDENTIFIER (2.5.29.32) id-ce-certificatePolicies
critical BOOLEAN TRUE
extnValue
PolicyInformation SEQUENCE
policyldentifier OBJECT IDENTIFIER dea-csos-cp (2.16.840.1.101.3.2.1.9.1) required required
policyQualifiers SEQUENCE "User Notice" TBD not used required
qualifier
UserNotice TBD

PEC Solutions, Inc.
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- CA Root -
Name Type Critical Flag Value Comments Certificate EE Certificate
policyMappings MULTI-SEQ FALSE Maps policies of one CA to that of anotherin  |not used not used
cross certifcates
subjectAltName TRUE Provides additional names aliases or formats fojnot used optional
subject (e.g., e-mail), aside from X.501 name
extniD OBJECT IDENTIFIER (2.56.29.17) id-ce-subjectAltName
critical BOOLEAN TRUE
extnValue
GeneralNames MULTIPLE
GeneralName CHOICE
rfcg22Name IA5Sting JohnDoe@website.com RFC 822 Name
IssuerAltName FALSE Provides additional names aliases or formats fonot used not used
issuer, aside from X.501 name
SubjectDirectoryAttributes MULTIPLE FALSE may hold any information about the subject not used not used
where that information has a defined X.500
Directory attribute
BasicConstraints TRUE Identifies whether subject is a CA required optional
extnID OBJECT IDENTIFIER (2.5.29.19) id-ce-basicConstraints
critical BOOLEAN TRUE
extnValue
cA BOOLEAN TRUE
pathLenConstraint OPTIONAL INTEGER max number of CA certs that may follow this
cert in a certification path
NameConstraints SEQUENCE TRUE Limit security domain of Root-CA not used not used
PolicyConstraints SEQUENCE Can be used to prohibit or limit policy mapping |not used not used
ExtKeyUsageSyntax MULTIPLE FALSE Extendable uses of public key, in additionto  |optional optional
keyUsage
extniD OBJECT IDENTIFIER (2.5.29.37) id-ce-etxKeyUsage
critical BOOLEAN FALSE
extnValue CHOICE
KeyPuposeld OBJECT IDENTIFIER See below for possible choices
id-kp-serverAuth TLS Web server authentication. May use with
digitalSignature, key Encipherment, or key
Agreement
id-kp-clientAuth TLS Web client authentication. May use with
digital signature and/or keyAgreement
id-kp-codeSigning Signing of downloadable code. May be used
with digitalSignature
id-kp-emailProtection E-mail protection. May be used with
digitalSignature, nonRepudiation, and/or
(keyEncipherment or keyAgreement)

PEC Solutions, Inc.
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. CA Root e
Name Type Critical Flag Value Comments Certificate EE Certificate
id-kp-timeStamping Binds hash of object to time stamp. May be
used with digitalSignature, non-repudiation.
cRLDistributionPoints TRUE If not used, then all CRLs MUST be issued by |not Used required
the CA that issued the certificate
extniD OBJECT IDENTIFIER (2.5.29.31) id-ce- CRLDistributionPoints
critical BOOLEAN TRUE Using DN and LDAP URLs
extnValue
DistributionPoint SEQUENCE
distributionPoint [0]
DistributionPointName CHOICE [0]
fullName
GeneralNames MULTIPLE
UniformResourceldentifier 1A5String "ldap:/iurl" RFC 1738
cRLIssuer OPTIONAL Defaults to CA. If not different, there is no
reason to use this extension.
AuthoritylnfoAccessSyntax MULTIPLE FALSE Only used for non-CRL revocation methods.  |optional optional
extnID OBJECT IDENTIFIER id-pe-authoritylnfoAccess
critical BOOLEAN FALSE
extnValue
AccessDescription SEQUENCE
accessMethod id-ad-ocsp, id-ad-calssuers See RFC 2560 for use of id-ad-ocsp for OCSP
responders
accessLocation For id-ad-calssuers, this MUST be a URI if the
information is available via http, ftp, or Idap.
GeneralName CHOICE
rfc822Name 1A5String 1A5String Required if information is available via e-mail
uniformResourceldentifier 1A5String 1A5String URI required if information is available by http,
Idap, or ftp
IPAddress OCTET STRING OCTET STRING
Private Extensions not used required
extnValue
AttributeTypeAndValue SEQUENCE
Attribute Type OBJECT IDENTIFIER id-dea-certVerinfo The version of the DEA certificate
AttributeValue printableString "1.0" Printable String
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER id-dea-RegistrantName The Registrant Name (business or person
name)
AttributeValue printableString "Jane Doe" Printable String
AttributeTypeAndValue SEQUENCE
Attribute Type OBJECT IDENTIFIER id-dea-RegNumber The Registrant DEA assighed number of
the user

PEC Solutions, Inc.
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. CA Root e
Name Type Critical Flag Value Comments Certificate EE Certificate
AttributeValue printableString "AB1234567" Printable String
AttributeTypeAndValue SEQUENCE
Attribute Type OBJECT IDENTIFIER id-dea-Schedules This is a registered OID for the schedules
eligible to prescribe
AttributeValue printableString "1$2$2n$3$3n$4$5" Printable String
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER id-dea-bcRole The OID of the DEA business Category
AttributeValue printableString "AA" Printable String
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER id-at-postalAddress This is the postal address of the Registrant
AttributeValue printableString "123 Street Ave$$$City$ST$12345" Printable String
signatureAlgorithm required Must match Algorithm Identifier in signature
algorithmldentifier CHOICE Must match Algorithm Identifier in RSA/DSA RSA/DSA
Signature Algorithm 2048 BIT 1024 BIT
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.5 (for RSA/SHA-1) Choice of following three algorithms. or ECDSA or ECDSA
1.2.840.10040.4.3 (for DSA/SHA-1) SHA-1 with RSAEncryption 283 BIT 163 BIT
1.2.840.10045.1 (ECDSA/SHA-1) DSA with SHA-1
ECDSA with SHA-1
parameters OPTIONAL NULL Only populate when using SHA-1
WithRSAENcryption
signatureValue BIT STRING Issuer's digital Signature of certificate

PEC Solutions, Inc.
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Type C'rzllt;;al Value Comments CA Root CRL
CRL Certificate SEQUENCE
CertificateList SEQUENCE
thsCertList SEQUENCE Fields to be Signed
version INTEGER 1 Version 2 CRL
signature
algorithmldentifier CHOICE Must match Algorithm Identifier in RSA/DSA
Signature Algorithm 2048 BIT
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.5 (for RSA/SHA-1) Choice of following three algorithms. or ECDSA
1.2.840.10040.4.3 (for DSA/SHA-1) SHA-1 with RSAEncryption 283 BIT
1.2.840.10045.1 (ECDSA/SHA-1) DSA with SHA-1
ECDSA with SHA-1
parameters OPTIONAL NULL Only populate when using SHA-1
WithRSAENcryption
issuer (CA) X.501 type DN of CA which created the
Certificate
Name Name of Root CA issuing Certificate
RDNSequence MULTIPLE
RelativeDistinguishedName SET
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.6) id-at-countryName
C=Country Name
AttributeValue printableString "ys"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.10) id-at-organizationName
0O=Organization Name
AttributeValue printableString "U.S. Government"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "DOJ"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "DEA"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "Office of Diversion Control"
AttributeTypeAndValue SEQUENCE
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "CS0S"
AttributeType OBJECT IDENTIFIER (2.5.4.11) id-at-organizationalUnitName
OU=OrganizationalUnit
AttributeValue printableString "CSOSCA"
thisUpdate issue date of CRL
PEC Solutions, Inc. 19
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Name Type C'r:||t:;al Value Comments CA Root CRL
Time
utcTime UTCTime YYMMDDHHMMSSZ Used for dates up to and including 2049
generalTime generalTime YYYYMMDDHHMMSSZ Used for dates after 2049
nextUpdate date by which the next CRL will be issued
Time
utcTime UTCTime YYMMDDHHMMSSZ Used for dates up to and including 2049
generalTime generalizedTime YYYYMMDDHHMMSSZ Used for dates after 2049
revokedCertificates SEQUENCE
userCertificate MULTIPLE
certificateSerialNumber INTEGER The serial number of Certificate
revocationDate
Time OPTIONAL
utcTime UTCTime YYMMDDHHMMSSZ Used for dates up to and including 2049
generalTime generalizedTime YYYYMMDDHHMMSSZ Used for dates after 2049
crlEntryExtensions OPTIONAL
reasonCode FALSE
CRLReason
unspecified
keyCompromise
cACompromise
affiliationCompromise
superseded
cessationOfOperation
certificateHold
removeFromCRL
invalidtyDate FALSE This extension may be included if the invalidity
date precedes the revocation date.
certificatelssuer This extension MUST appear if this certificate
was issued by a different issuer than the
previous certificate in the list, or the certificate
is the first on an indirect CRL. If the first
certificate in the list was issued by the CRL
issuer, this extension may be omitted from that
entrv.
GeneralNames
GeneralName
directoryName
Name
RDNSequence
crlExtensions
20
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Critical

Name Type Flag Value Comments CA Root CRL
authorityKeyldentifier FALSE The authority key identifier extension provides
a means of identifying the public key used to
|sign a CRL
keyldentifier OCTET STRING Derived using SHA-1 hashing
cRLNumber FALSE
criNumber INTEGER Monotonically increasing seq. number
deltaCRLIndicator OBJECT IDENTIFIER
BaseCRLNumber
CRLNumber INTEGER This value shall be identical to the

value in the cRLNumber extension of
the base certificate.
isserAltName FALSE This extension is optional. Any name
types may be present; only the most
common are specified here. Other names
may be included to support local
applications.

issuingDistributionPoint SEQUENCE TRUE This extension appears in segmented
CRLs and indirect CRLs.

distributionPoint OPTIONAL
distributionPointName generalName If the issuer generates segmented or
indirect CRLs, this field must be
present.
onlyContainsUserCerts BOOLEAN If set to TRUE, this CRL only covers
end entity certificates
onlyContainsCACerts BOOLEAN If set to TRUE, this CRL only covers
CA certificates. If
onlyContainsUserCerts is TRUE, this
field must be FALSE.
onlySomeReasons OPTIONAL
reasonFlags
unused
keyCompromise
cACompromise
affiliationChange
superseded
cessationOfOperation
certificateHold
indirectCRL BOOLEAN If set to true, this CRL covers
certificates that were not issued by the
issuer of this CRL.
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Name Type C'r:||t:;al Value Comments CA Root CRL
deltaCRLIndicator TRUE This extension is included if and only if
the CRL is a delta CRL.
BaseCRLNumber INTEGER This value shall be identical to the
value in the cRLNumber extension of
the base certificate.
signatureAlgorithm Algorithm Identifier
algorithmldentifier CHOICE Must match Algorithm Identifier in RSA/DSA
Signature Algorithm 2048 BIT
algorithm OBJECT IDENTIFIER 1.2.840.113549.1.1.5 (for RSA/SHA-1) Choice of following three algorithms. or ECDSA
1.2.840.10040.4.3 (for DSA/SHA-1) SHA-1 with RSAEncryption 283 BIT
1.2.840.10045.1 (ECDSA/SHA-1) DSA with SHA-1
ECDSA with SHA-1
parameters OPTIONAL NULL Only populate when using SHA-1
WithRSAENcryption
signatureValue BIT STRING Issuer's digital Signature of certificate
22
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